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ImmuniWeb SA 
Tel: +41 22 560 68 00  
Web: www.immuniweb.com 
Quai de l’Ile 13  
CH-1204, Geneva,  
Switzerland 

Subject: Web Application Penetration Test Attestation  

 Geneva, August 13, 2021 
Dear Sir/Madam, 

Alif Bank contracted ImmuniWeb, a CREST-accredited provider of application security testing services, 
to conduct a web application penetration test with ImmuniWeb® AI Platform between July 27 and 
August 3, 2021 for their web application located at https://business.alif.tj address.  

This testing was conducted in compliance with the OWASP WSTG framework, using a combination of 
the AI technology and certified ImmuniWeb security experts, and included testing for SANS Top 25, 
PCI DSS 6.5.1-6.5.10 and OWASP Top 10 vulnerabilities, weaknesses and misconfigurations. 

During the penetration testing, vulnerabilities detected were reported to the Alif Bank team including 
details, shown in the table below: 

Scoring Identified Remediated Outstanding 
Critical 0 0 0 
High 0 0 0 
Medium 0 0 0 
Low 10 0 10 

ImmuniWeb is currently unaware of exploitable high or critical risk vulnerabilities affecting the 
tested web application, and we will continue to work with Alif Bank to support its ongoing 
application security efforts and data protection strategy.  

To maintain a high level of application security and compliance, ImmuniWeb recommends conducting 
web application penetration testing after any significant change or update, or in a continuous mode 
to ensure the highest level of web application resilience. 

Sincerely, 

ImmuniWeb SA 

ImmuniWeb SA 

Valerii Marchuk 
Head of Quality Assurance 


